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“We discussed kidnappings together, 
but considered them very unlikely.”

Daniela Widmer, kidnapping victim and hostage 
of the Taliban for 259 days (2011)1 

1) Personal conversations with Andreas Radelbauer of Corporate Trust
2) Source: https://www.watson.ch/schweiz/aargau/485378304-ehemalige-taliban-geisel-daniela-widmer-ist-frau-gemeindeammann-von-bellikon-ag
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From the point of view of the perpetrators, kidnapping is 
basically an attractive crime. With a manageable effort, 
they can potentially obtain a large sum of money. Although 
this is a very complex offence, the motives are simple from 
their point of view:

1. The victim has money!
2. It‘s an easy target!

If these two apsects go hand in hand with a certain care-
lessness of the potential victims, from the wealthy mil- 
lionaire to the business traveller to the adventurer, it is a 
perfect mix for perpetrators to achieve the best possible 
result with the least possible effort.

Social media is a good starting point for a kidnapping.  
These new media, where assets are often presented for 
all the world to see, make it easier for perpetrators to se-
lect their victims. While criminals used to have to spy on 
their targets, they now get relevant details online in a very 
short time. If the perpetrators notice in the course of their 
research that the risk is too high, they simply embark on 
a new search for potential victims. Lists of the 500 richest 
people, which are now published in many countries, are 
treasure troves for serious criminals.

The handling of kidnappings is a sensitive issue that is 
usually dealt with in a very secretive manner. There are 
no comprehensive, verified numbers available. Global  
crime statistics give a distorted picture, as kidnappings 
are recorded differently in various countries and the number 
of unreported cases is high. For the hostages, it makes no 
difference whether it was a politically or religiously moti-
vated kidnapping or an express or virtual kidnapping. 

It is a terrible experience for the victims! For perpetrators, 
it‘s all about the money.

“It was all very idyllic on the small  
island. Then suddenly there were heav- 
ily armed people with bullet belts. One 
had a rocket launcher on his shoulder.  
It took us a while to realize what was  
really happening and where this was 
going.”3

Marc Wallert, German vacationer kidnapped 
from a hotel in Malaysia

Introduction

3) Source: https://www.n-tv.de/panorama/Marc-Wallert
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About 12,000 kidnappings are reported to the authorities 
every year worldwide. In Germany, Austria and Switzer-
land (DACH states), the combined number is about 150 
annually. 

This refers to kidnappings with a ransom demand. In Ger-
many alone, several thousand kidnappings are recorded 
annually in the police’s crime statistics. However, a large 
part of these cases are child abductions after a parental 
custody dispute and not classic kidnappings with ransom 
extortion.

Reported 
kidnappings

12,000

Estimated no. of 
unreported cases

130,000

Kidnappings worldwide per year

GRAPHIC 1 Source: Corporate Trust4

4)  The figures are based on an estimate by Corporate Trust, generated through cooperation with worldwide network partners, information from damaged companies, 
discussions with the insurance industry, interviews with victims of kidnapping, official statements, various surveys of perpetrators, and decades of global experience as 
response consultants.
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When it comes to groups at risk, we have to differentiate 
between companies and individuals. People are kidnapped 
because they are in the public eye as a prominent person 
or are thought to be wealthy or because they work for a 
company or organization that is considered to be highly 
solvent. 

Companies in Focus

Companies often send their employees abroad temporar-
ily, e.g. sales representatives at the beginning of a project 
or as a specialist over a longer period of time – so-called 
“expats”, short for expatriates. Local employees, who are 
employed by a company short-term or or long-term, can 
also be interesting targets. For professional perpetrators 
or criminal organizations, it does not matter what kind of 
employees their victims are.

Only two questions are key: How much money do I get for  
the victim? Is it an easy target?

Globally active companies have a duty of care for travelling 
employees. In the context of a kidnapping, this legal as-
pect increasingly plays an essential role in the aftermath. 
Even globally experienced corporations such as BP (Algeria 
2013), or internationally active NGOs (Norwegian Refugee 
Council - 2016) have been sentenced to heavy penalties for 
failing to fulfil their duty of care. In addition to the financial 
aspects, this usually leads to enormous reputational dam-
age if companies have not dealt with risk minimization for 
travellers in advance or have implemented insufficient se-
curity measures.

„Originally, we wanted to enjoy the day 
by going shopping. We have been living 
here with our families for a year and 
thought nothing of it – especially because
there were three of us. We were pet-
rified when suddenly these men drag-
ged us into a vehicle in front of a shop, 
tied us up and drove off...“5

American wife of an executive sent abroad 
who was kidnapped with two girlfriends in 
Mexico City.

Groups at Risk - Am I Affected?

Energy / Oil 23%

19%

13%

12%

9%

7%

Mechanical Engineering

NGOs

Financial Services Providers

Manufacturing

Food Sector

Other

17%

Likelihood of Kidnappings, by Industry

GRAPHIC 2 Source: Corporate Trust6

5) Taken from an interview with Andreas Radelbauer
6)  The figures are based on an estimate by Corporate Trust, generated through cooperation with worldwide network partners, information from damaged companies, 

discussions with the insurance industry, interviews with victims of kidnapping, official statements, various surveys of perpetrators, and decades of global experience as 
response consultants.
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Focus: Small and Medium-Sized 
Enterprises

Large companies generally take safety precautions. They 
have their own corporate security departments as well as 
professional employees, recruited mostly from govern- 
ment agencies. In the case of small and medium-sized 
enterprises, however, safety often falls by the wayside! 

For world market leaders in certain sectors, some of which 
only have 50 employees, it is not worth implementing their 
own corporate security. In addition, companies a wary of 
the costs and when there is a tempting business deal to be 
made, security is not taken into account. 

Often, companies neglect corporate security and see the 
greatest risks only in their IT. When it comes to foreign 
travel, companies often take the easiest route and accept 
a certain level of risk, unless employees are sent to the 
most dangerous hotspots such as Afghanistan, Iraq, etc. 
and therefore already are aware of the risks. 

Eastern Europe, Turkey or more distant destinations such 
as Brazil, Mexico or India are not on the list of high-risk 
countries. Only in the rarest of cases does a medium-sized 
company worry about whether it might be an attractive tar-
get for criminal organizations. Neither the entrepreneur 
nor the traveller himself care about their own safety and/
or know the risks. Business is important.

Business as usual makes it easy for perpetrators! 

“We knew where we were going. But we were not aware 
that this is one of the most dangerous areas in Iraq. Quite 
the opposite. We were told that this place is actually  
quite safe.”7 German engineers René Bräunlich and  
Thomas Nitzschke, in captivity in Iraq for 99 days.

Focus: Wealthy Individuals 

Often, family offices support wealthy individuals in a 
comprehensive way, managing their assets, usually even 
across generations. These individuals are long-term con-
fidants of the families and their focus is often on the finan-
cial development of the assets. In the rarest of cases, they 
consider a holistic security management. Existing physical 
security for properties is usually perceived as sufficient. 
The perception is usually that there are more attractive, 
richer victims out there. What a mistake!

The trend in kidnappings has been moving towards the 
wealthy owners of medium-sized companies. Spectacular 
kidnappings of captains of industry are a thing of the past. 
Offenders usually assume that this group of super-rich 
has tight security measures in place. This means the suc-
cessful “middle-class” of entrepreneurs and their families 
become desireable targets, since they as well have suf-
ficient assets, or at least they appear to do according to 
media reporting. 

A wealthy individual only notices that they have been cho-
sen as a victim, when their children are approached at 
school or on the street; letters arrive asking for money; 
new “friends” try to gain their trust; or they receive strange 
phone calls at home. Successful people often lack awa-
reness for abnormalities in their personal environment 
because they invest a great deal of time into their work 
and thus do not perceive other risks in their family’s sur- 
roundings. And it is precisely this target group that the perpe- 
trators focus on. Women and children of exposed persons 
in particular are in the crosshairs of criminals. Signs of 
threats are missed, misinterpreted, or simply denied.

7) Source: https://www.faz.net/aktuell/gesellschaft/interview-ex-geiseln-wir-sind-nicht-verkauft-worden-1332289.html

Groups at Risk - Am I Affected?
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Local employees 25%

19%

17%

12%

5%

4%

Business travelers

NGO workers

Wealthy individuals

Expatriates

Vacationers

Others

18%

Probability of kidnappings

GRAPHIC 3 Source: Corporate Trust8

Probability of Becoming a Kid-
napping Victim

Whether it is vacationers in the Philippines, NGO workers, 
business travellers in Eastern Europe, expatriates in Su-
dan oder wealthy individuals in Germany – the possibili-
ties of getting kidnapped are manifold. Of course, no one 
is able to make a blanket statement about how likely it is 
to become a victim. The risk also depends on how attrac-
tive and rewarding a kidnapping is for criminals; how ex-
perienced, trained and attentive the individual is; to which 
risk group they belong; and what security measures are in 
place. Experience shows that there are effective preven-
tion techniques to minimize the chance of getting kidnap-
ped in the first place.  

8)  The figures are based on an estimate by Corporate Trust, generated through cooperation with worldwide network partners, information from damaged companies, 
discussions with the insurance industry, interviews with victims of kidnapping, official statements, various surveys of perpetrators, and decades of global experience as 
response consultants.
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the Phases of a Kidnapping

A kidnapping is an extreme situation for both the perpe- 
trator and the victim, and wrong moves can have fatal con-
sequences for the victim. 

Criminal organizations plan kidnappings down to the 
smallest detail, since thorough preparation usually means 
better outcomes. The procedures of a kidnapping are  
clear to these professional perpetrators; all phases in- 
cluding the assault, imprisonment, handover of money  
etc. are well organized – a true kidnapping industry.

Professionals also conduct “tiger kidnappings”, in which 
wives and/or children, for example,  are taken hostage and 
family members are blackmailed to procure assets such 
as diamonds, cash, etc.

En vogue especially in South America is the “virtual kid-
napping”, in which the abduction is faked at a time when a 
victim cannot be reached over a certain period of time (e.g. 
visiting a movie theater, night club, etc.). The perpetrators 
are aware of the victim’s absence through inside informa-
tion or they have staged the situation themselves. They 
usually demand small sums of money as ransom which 
can be produced quickly by the victim’s families. Criminal 
creativity knows no bounds!

Kidnappings are not always planned and carried out by 
professional groups. In some cases, the perpetrators 
robbed a person at gunpoint and recognized them as a 
worthwhile kidnap victim. Then they sold  them on to pro-
fessional organizations or terrorist groups. This happens  
increasingly often, especially in South America and the 
Middle East. Also significant are “express kidnappings”, in 
which the victims are robbed of their credit cards and usu-
ally held hostage for around 24 hours. If the perpetrators 
find that their victim works for a well-known company or is 
identified as a target simply on the basis of nationality, this 
increases their value, the so-called “going rate”.

The worst case is an ill-prepared, inexperienced perpe- 
trator who, under pressure of circumstances, tries to kid-
nap a person and extort ransom. These perpetrators are 
quickly overwhelmed with the severity of the situation and 
tend to take short-circuit actions. A tragic example of this 
was the kidnapping of the German banker‘s son Jakob von 
Metzler in 2002 by a law student, Magnus Gäfgen.

Kidnappings can be motivated by financial,  terrorist or  re-
ligious reasons – all in all, it is always  a business deal for 
the perpetrators.  
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Selecting the Target

Media coverage of the richest families, successful entre-
preneurs, so-called “hidden champion” corporations, and 
exposed persons provides perpetrators with important in-
sights and gives them a taste of what is possible. In some 
cases, brochures and lists of wealthy people with various 
notes written by criminals have been seized in prisons; ap-
parently serious crimes were being prepared. These days, 
perpetrators are seasoned in researching the internet and 
obtaining a lot of relevant information online. During the 
course of their research, they usually select 2 to 5 poten- 
tial victims and then start the next phase.

Reconnaisance 

Since the perpetrators rarely obtain information about 
their potential victims’s daily routines and habits from  

publicly accessible sources online, the delicate phase 
begins now – they have to spy on their targets; the “re-
connaissance.” Through long-term surveillance, the per-
petrators learn about daily routines, especially the daily 
commuting route to work, taking the children to school, 
walking the dog, regular hobbies such as tennis, golf or 
hunting, shopping, meeting friends, etc.

Failed or aborted kidnappings have shown that perpetra-
tors are more likely to release a potential victim if they 
realize during their reconnaissance that the victim is ei- 
ther very alert or has security measures in place. For the 
perpetrator the goal is to achieve the best possible result 
with the least possible effort and risk.

THE GREATEST DANGER: DAILY ROUTINES!

The Phases of a Kidnapping
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“The beginning, the first hours, days. It took months before I could process 
and accept that we were actually kidnapped. I also thought about the 

possibility that we could die or not come home. But I rejected the thought. 
The hope of survival was almost always there.”9

Daniela Widmer, kidnapping victim and 
hostage of the Taliban for 259 days (2011)

9) Daniela Widmer, kidnapping victim, hostage of the Taliban for 259 days (259 Tage Geisel der Taliban) (2011) im Gespräch mit Andreas Radelbauer
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The Attack

During the attack a high risk exists due to the critical 
emotional condition of both parties, the perpetrator and 
the victim. The victim is afraid and therefore often acts in 
panic or out of desperation (fierce resistance, tearing off 
the perpetrator’s mask, attempted escape, etc.) and the 
perpetrators are also highly tense in this situation. Some 
offenders are inexperienced or not practiced in handling 
weapons and do not want to be recognized or arrested. 
Consequently, they are prone to overreactions or exces-
sive violence if the victim puts up resistance.

In Middle Eastern and South American countries, it hap-
pens frequently that the offenders prepare a complex kid-
napping and conduct the raid with numerous vehicles and 
henchmen. Here the perpetrators can be fake, or some-
times even real, police officers who control a checkpoint 
or simply block a busy street.

Such incidents are especially concentrated around rou- 
tinely used properties, such as private residences, vaca- 
tion homes, office buildings, schools, golf courses or other 
sports venues and generally offer good opportunities for 
an attack. The victims are dragged into a vehicle, tied 
up, gagged and blindfolded and transported to a hiding  
place. These hideouts can be garages, basements, hunting 
or vacation homes or stand-alone buildings and are often 
only equipped with the most basic items. In most cases, 
the accommodations were prepared prior to the hostages‘ 
arrival, usually even before the crime was committed. 
Once the hostage is safely hidden, the perpetrators begin 
to make contact and confess to the crime. This is usually 
the time when the offenders demand a ransom.

Negotiations 

Overall, negotiations with kidnappers are a complex mat-
ter that should only be conducted by experienced security  
specialists. Before entering into negotiations with the perpe- 
trators, it is fundamentally important to know that the victim 
is doing well. Moreover, it is essential to know that com- 
munication and negotiation should only be conducted with 
the right contact person among the perpetrators.

During the course of the negotiations, intelligence about 
who the kidnappers are should be gathered. If it is a terror- 
ist organization that is listed on one of the numerous sanc-
tions lists, it becomes a very complex scenario. Starting 
negotiations with terrorists is an extremely sensitive and 
controversial issue and various countries prohibit financial 
payments to terrorist or sanctioned groups. 

If an unexperienced negotiator does not know all the opera-
tional sequences and deals immediately with the demand, 
they become easy prey for the kidnappers. In most cases, 
the perpetrators then either raise their ransom demand or 
claim a second amount for the victim’s release once the 
first ransom has been paid. 

During the negotiation, it is important to ensure that the 
ransom demand is proportionate and corresponds to the 
„value of the hostage.” This so-called „going rate“ depends 
on different variables, such as the country of abduction, 
status and nationality of the hostage, presumed assets and 
other key aspects. 

To gauge a hostage’s worth in this manner may sound un-
ethical, but it is essential for the negotiations to succeed 
and to have the victim released as quickly as possible from 
this terrible situation.

The Phases of a Kidnapping
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The Phases of a Kidnapping

The Money Transfer 

Once the negotiators and perpetrators agree on the ran-
som amount, the transfer of the money is prepared. This 
is a delicate situation for both the individual delivering the 
ransom and for the criminals, who have to leave their cov- 
er during the physical delivery. Consequently, criminals 
adjust to the modern age and more frequently demand 
crypto currencies – prioritizing Bitcoin – as a means of 
payment.

In Arab countries, the early medieval “hawala” financial 
system is still an effective means. There are professional 
hawala dealers around the world who transfer cash anony- 
mously, very quickly and inexpensively. In many countries 
this system is prohibited by law, but it is very difficult for the 
authorities to detect because no records of the transaction 
are kept.

The most important aspect before the handover of  
ransom takes place is to ensure that the hostage is still 
alive and well given the circumstances and that the offen-
ders provide proof of the victim’s well-being – the so-called 
proof of life. If the perpetrators can not credibly prove 
that the hostage is alive, paying the ransom makes little 
sense.

The Hostage Release 

After a ransom has been paid successfully, the hostage 
is usually released within 36 hours. Of course, this is only 
the theory because it is quite possible that the transfer will 
not work. Complications may arise, such as that the per-
petrators may increase their initial demand, the ransom is 
stolen, the first ransom demand is followed up by a second 
demand, and many more. Ultimately, the parties may have 
to re-enter their negotiations. An extreme stress test for 
all involved!

For this reason, it is essential that after a kidnapping, 
professional psychological support is available not only to 
the victims but also all family members, people directly 
involved or invididuals that are very close to the victim. If 
such support is not provided, considerable psychological 
problems such as depression, panic attacks, drug abuse, 
post-traumatic stress disorders and similar reactions can 
occur.

“The negotiations were conducted through 
Pakistan and its secret service. I think 
that Switzerland could not exert much 
influence and had to wait. When David 
and I made direct telephone calls to 
Switzerland, Switzerland became ac-
tive to a certain extent. Otherwise the 
Pakistanis were the negotiators and 
held their cards close to their chests.”10

Daniela Widmer, kidnapping victim and  
hostage of the Taliban for 259 days (2011)

10) Daniela Widmer, kidnapping victim and hostage of the Taliban for 259 days (2011) in an interview with Andreas Radelbauer of Corporate Trust
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11) https://kurier.at/stars/ingrid-betancourt-so-lebt-die-ex-geisel-heute/234.305.317

“One of the most important insights I had after my release was that the 
“physical” liberation happens immediately, but the psychological one will take 

a long time.”11

Ingrid Betancourt, kidnapped in 2002 and held 
hostage by FARC for 6 ½ years
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The Victim, Affected People, and Difficulties 

In addition to the victim, numerous individuals are direct-
ly or indirectly affected by a kidnapping and each of them 
pursues their own interests. This can lead to differing 
opinions, legal disputes, official requirements, personal 
sensitivities and much more. For example, if families or 
businesses are willing to pay a ransom, they may well face 
the following problems:

■   The legal assessment shows that ransom payments 
are prohibited in the country

■   The police does not support negotiations with the per-
petrators

■  Banks cannot or will not provide the ransom in cash

■  Media have learned about the abduction

■  Copycats make a demand

■  Consultants want to prolong the negotiations

■  and other such challenges

Important: Professional consultants act as moderators 
and find compromises!

AUTHORITIES COMMUNICATORS

 MEDIASECURITY FIRMS

INTERPRETERS SPECIALIZED LAWYERS

HR DEPARTMENTS COMMUNICATION COMPANIES

INSURANCES BROKERS

FAMILY MEMBERS

BUSINESS ENTITIES KIDNAPPERS

LAWYERS CRISIS CONSULTANTS

BANKSFAMILY OFFICES

... OTHER EXPERTS

Directly or Indirectly affected by a kidnapping:

GRAPHIC 4
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First Response to Kidnappings

In the event of a kidnapping appropriate emergency mea-
sures can facilitate a speedy and unharmed release of the 
victim. But what are the first steps? Who should be in-
formed?

In German-speaking countries, the police should gen-
erally be informed in case of a kidnapping. But the per-
petrators demand: “No police!” What if the police is notified 
anyway? Which telephone number should be called (110, 
112, 133, 144 or the local police station)? An emergency 
number would be helpful here. Therefore, it is important 
to know in advance who to call when a kidnapping occurs. 

Each country – Germany, Austria, Switzerland – has 
experts within police agencies who deal with serious crime 
and must be informed right from the beginning of a kid-
napping. If you already had contact with these responsible 
parties prior to an incident, cooperation is much easier.

Experienced experts who deal intensively with this topic 
and have relevant experience are helpful. There are spe-
cialized consulting companies for this purpose. The client 
receives a 24/7 crisis hotline, staffed with professional cri-
sis managers, who can provide initial recommendations 
directly over the phone.
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People Affected by Kidnappings

If contact is made with the offender(s) before the response 
specialists arrive: 

■   Ask what the victim’s condition is and whether you can 
talk to him/her to make sure they are okay.

■   Do not make concessions and do not negotiate. Do not 
play cool. Everyone - even the perpetrator - will under-
stand if you are nervous in such a situation.

■   Explain that you cannot make any decisions and arran-
ge a date and time for the next contact with the offen-
ders.

■   Do not talk to anyone about the incident who does not 
need to be informed.

Remember: Help is on the way - stay calm!

Calling a Crisis Hotline

After recording the caller’s data and the facts of the case, 
the following initial recommendations are usually given:

■  Stay calm.
■   If the threat was communicated via telephone, make 

sure that this line is always open for further calls.
■   The next call should be recorded: arrange for a recor-

ding device / dictaphone / spare smartphone etc. and 
prepare to record the call.

Legal notice: Recording telephone conversations without 
the consent of the other party is prohibited by law in vari-
ous countries (protection of the confidentiality of the spoken 
word). However, the right to freedom of a person usually 
supersedes this prohibition and therefore there may a legal 
reason for recording such conversations with kidnappers.

■   A response consultant is sent to the affected family or 
company.

If the kidnapping takes place abroad, a locally experienced 
consultant (language skills, local knowledge, government 
contacts (if necessary) etc.) is commissioned via a global 
network.

“We contacted various agencies and trav-
elers. We did not find any other means 
of prevention. Perhaps this would have 
been helpful.”12

Daniela Widmer, kidnapping victim and 
hostage of the Taliban for 259 days (2011)

12) Daniela Widmer, kidnapping victim, hostage of the Taliban for 259 days (2011) in conversation with Andreas Radelbauer
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Preventive Options for Groups at Risk

If you know the phases of a kidnapping, it is possible to 
prepare targeted and useful countermeasures. „Run-off-
the-mill solutions“ are not suitable here since the diffe-
rent circumstances, such as the nature of the company, 
industry sector, country, travel destination, presumed 
assets, exposure of a person, daily routines, etc. must be 
taken into account. 

The magic words here are crisis management! A holis-
tic approach is essential, in which all risks are analyzed, 
presented, and evaluated and concrete actions are listed. 
This applies to both companies and exposed persons. In a 
worst-case scenario, chaos is thus avoided, and one is im-
mediately able to proceed in a process-oriented manner. 
Crisis management is not only intended for kidnappings, 
but for all possible crises: Criminal attacks of any kind, 
medical incidents, natural disasters, loss of reputation, 
system failures, cyber-attacks, information protection and 
similarly defined crises. 

Trainings for People at Risk

Whether it is wealthy persons, expatriates, business trav-
elers or local employees – awareness trainings are essen-
tial, including learning to be alert, recognizing risks, realis-
tically assessing dangers, and understanding appropriate 
behavior in case of attack. Individual travel safety trai-
nings or trainings for exposed families / persons / children 
are important for a realistic awareness of potential risks 
and how to minimize them. It is essential that these trai-
nings do not cause fear. Instead, the dangers of everyday 
life should be the focus. These training should strength-
en self-confidence and teach appropriate behavioral pat-
terns. Vulnerable persons, who are working in Russia for 
example, need to be trained differently than expatriates or 
NGO employees working in crisis areas. The trainings can 
be conducted in theory as well as in practice. The practi-
cal part depends on the needs of the target group. If the 
participants work in war zones, HEAT trainings (Hostile 
Environment Awareness Trainings) are recommended. 
In these courses, with their high percentage of practical 
exercises, the participants are exposed to physical and 
psychological stress factors.

When creating awareness for children or household staff, it 
is important not to frighten them, but rather to raise aware-
ness for abnormalities in a proportioned way. Trainings 
designed for these target groups, should convey simple 
recommendations for action, give tips for prevention, and 
explain countermeasures to protect against spying.

Protecting Asset Holders

The security of residential properties is usually key. Pri-
vate properties should be technically upgraded with prop-
erty protection measures. An interesting point – because 

perpetrators rarely enter a property to overwhelm its res-
idents - unless they are burglars, who usually make sure 
that nobody is in the house. For kidnappers, it is much 
easier to intercept the victims during their daily routines, 
such as at regularly visited locations, during leisure activi-
ties, on walks, or the like, than to enter a secured proper-
ty. The main objective is to analyze and evaluate the daily 
routine and to implement proportional countermeasures.

To prevent kidnapping or extortion, a comprehensive se-
curity management system is required. However, people 
who worry about their personal security because of their 
wealth do not want their privacy to be unnecessarily dis-
turbed. The protective measures should be coordinated in 
such a way that they can be integrated into the individual 
life situation and offer maximum protection with the least 
possible impairment.

Personal Security Management

For wealthy individuals, it makes sense to not only imple-
ment a personal security management but to also conduct 
a training on safe behavior. Dossiers are prepared in which 
all relevant personal data is gathered. In addition to cur-
rent photos, telephone numbers, medical data, contact 
persons, data of main residences, workplaces, vacation 
destinations and more, these dossiers should also contain 
a catalog of counter-measures against worst-case scenar-
ios. The personal dossier should include code words (proof 
of life), voice and writing samples, fingerprints and even a 
DNA profile.

Such a dossier ensures that all data is available and that 
authorities, crisis consultants, medical professionals and 
other responsible parties are immediately able to act when 
needed. In the event of a crisis, there is no need to start 
collecting all this data from scratch. The central collection 
of all data also means that it is possible to immediately im-
plement a personal security concept or other appropriate 
defenses in the event of imminent danger.

Reconnaisance – Concept 106 (K 106)

A well-known defense against attacks is close protection. 
However, this will only be effective if the close protection 
specialist already has information about what to expect at 
the scene of an incident. So-called „K 106“ concepts are an 
effective method to detect danger at an early stage. This is 
a technical term for reconnaissance measures, in which 
trained close protection officers patrol the surroundings 
of the protected family around the clock, including daily 
routes and locations (private house, place of work, school, 
locations of regular meetings etc.) to identify dubious in-
dividuals, vehicles or situations. Suspicious incidents can 
be detected immediately, and possible perpetrators can be 
discovered during their preparatory actions.
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Preventive Options for Groups at Risk

Options for Travelers

Offenders do not care who the traveler is. Whether it is as a 
business traveler, a vacationer, or an adventurer - precau-
tion makes sense! While enterprises must implement se-
curity measures for the travelers due to their welfare oblig- 
ation to their employees, private individuals are required 
to take responsibility for their own crisis prevention – even 
if it only concerns arranging for appropriate insurance.

In times of global business activity, the security of em-
ployees abroad is an increasingly complex undertaking 
with a high degree of responsibility for a company’s man- 
agement. However, the deployment of employees is busi- 
ness-driven and personal security often falls by the way- 
side. Business travelers and employees in foreign coun-
tries are exposed to an increasingly broad spectrum of  
risks: from sudden illness or violent assault, to new, subtle  
risks. For example, technical attacks on smartphones are 
increasingly common to steal sensitive company informa-
tion from employees and travelers face being spied on in 
their hotels. Risks such as medical emergencies, traffic 
accidents, unsafe transportation, street crime, armed rob- 

bery, kidnapping and extortion, political unrest, violent  
demonstrations, or a pandemic pose major challenges 
for businesses and travelers. The foundation of any travel 
security system is a travel security policy tailored to the 
company, which lays out mandatory rules for all travelers 
regarding the booking process and the circumstances of 
the trip itself. 

A crisis management system with a clearly defined crisis 
committee should be implemented at the company’s head-
quarters and, at best, a network to authorities and consul-
tants should be available. The traveler himself should be 
prepared with country information, travel security training 
and a 24/7 crisis hotline for emergency situations. Depend- 
ing on the risk level, if longer-term activities take place 
abroad, a local team, equipment and, ideally, evacuation 
planning may be appropriate. Sustainable corporate secu-
rity requires knowledge, experience, and implementation 
of proportionate measures within the framework of the 
company’s welfare duty.

Prevention > Preparation > Detection > Accomplishment > 
Recovery
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“Without security, man can neither develop his strength nor enjoy the fruit 
thereof; because without security there is no freedom.”

Wilhelm von Humboldt
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Digital Personal Security 

Personal security does not only involve physical protec- 
tion. In times of increasing digitalization, it is important to 
also focus on the security of all your devices, the confiden-
tiality of the data on these devices and the best possible 
security standards for communication are also important. 

■   Personal protection app to detect abnormalities
■   Secure private IT devices against outside attacks
■    Adjust configurations to increase e-mail-security
■  Monitoring of personal data available on the Darknet
■   Regular review of private internet access and websites
■   Security inspection of smart home devices and securing 

the home zone
■   Awareness trainings for all family members on inter-

net security
■   Information on the correct use of the SOS function

Personal Protection App

Most perpetrators prepare their attacks over a long time- 
frame and spy on the target family for several days or 
weeks. These reconnaissance activities can be detected. 
With the Personal Protection App, all family members 
and household staff have the option to record abnormal- 
ities in one central location. This app enables users to 
take the necessary counter-measures in advance of an 
attack. In critical situations, an ALERT can be sent imme-
diately, enabling a timely response. Security specialists 
continuously evaluate the findings and can therefore take 
further protective measures at an early stage.

■  Digital protection function for all family members
■   Recording of abnormalities in your personal environ-

ment
■    Details on suspicious individuals, vehicles, and issues
■   Classification of findings by using geographic coordi-

nates
■  Warning for already registered persons and vehicles
■  Early detection of reconnaissance activities
■  Automated alert system
■  Regular assessment by security specialists

“The Internet is the first thing that hu-
manity has built that humanity doesn‘t 
understand, the largest experiment in 
anarchy that we have ever had.”

Preventive Options for Groups at Risk

Eric Schmidt, former CEO of Google (2010)
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Risk Countries

The official websites of authorities such as the Federal 
Foreign Office in Germany, the Federal Ministry for Eu-
ropean and International Affairs in Austria or the Federal 
Department of Foreign Affairs in Switzerland provide a 
good overview of potential risks in individual countries. 
The disadvantage of these official country assessments is 
that they occasionally prepare rather diplomatic presen-
tations of certain security situations. Compared to secu-
rity service providers of the private sector, official country 
assessments present individual risks rather superficial. 
While private sector country databases can record situa-
tion-related incidents very quickly and forward them to 
travelers immediately, such alert services are not avail-
able on Foreign Office websites.

In addition, it is often difficult to obtain an objective repre-
sentation of the risks in relation to the nationality of the 
traveler. For an American citizen, the risks in Iran will be 
higher than for a German, Austrian or Swiss citizen. Cul-
tural, religious, climatic, and medical considerations are 
also essential.

The risks in certain countries are very dynamic and con-
stantly changing. It is not possible to claim that there is a 
generally increased risk in one country.

The assessment of country risks must be based on current 
threat situations, religious and cultural conditions, parts 
of the country, regions, cities, and many other parameters. 
Only a comprehensive country analysis reveals whether 
the risk of an attack, kidnapping or terrorist act is increa-
sed in certain areas.

Especially for clients in German-speaking countries, com-
panies such as EXOP, based in Konstanz, or A3M Global 
Monitoring, Tübingen, supply all relevant data in real time 
and immediately provide travelers with all risk-minimizing 
information, if necessary through automated alarm calls.

“David and I, we thought about possi-
ble dangers or critical aspects. For us, 
large crowds of people in Iran and Pak-
istan were an issue. Avoid demonstra-
tions in these countries. We discussed 
kidnappings together, but considered 
them very unlikely since there had been 
no tourist kidnappings in Pakistan for 
seven years.”13

Daniela Widmer, kidnapping victim and 
hostage of the Taliban for 259 days (2011)

13) Daniela Widmer, kidnapping victim, hostage of the Taliban for 259 days (259 Tage als Geiseln der Taliban) (2011) in conversation with Andreas Radelbauer
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Insurance Companies

Within the scope of risk protection, insurance companies 
offer numerous coverage options for both wealthy indi- 
viduals and companies. A very broad spectrum of coverage 
is offered: from travel or international health insurance to 
evacuation cover. In addition to the traveler, family mem-
bers (spouse, children), employees or persons expressly 
named in policies are also insured.

Special insurances like K&R (Kidnap & Ransom) offer 
families and companies the option to insure themselves 
against blackmail and kidnapping. Such policies are per-
mitted in Germany, Austria and Switzerland. However, they 
are subject to certain conditions and their existence must 
be kept absolutely confidential in order to ensure that the 
risk of a kidnapping is not increased.

Coverages of K&R Insurance

■   Reimbursement of ransom payments
■  Expenses for crisis consulting fees
■  Travel and accommodation expenses
■  Temporary security measures
■  Interpreters 
■  Rehabilitation costs 

For prevention purposes, insurers often offer initial dis-
cussions with a certified crisis consultant or preventive 
training or education, which are either fully or partially 
reimbursed when such an insurance is signed.

It is important to note that the chances of a successful re-
lease are much higher for insured incidents than for unin-
sured kidnappings. This is probably due to the experience 
and professional advice of the experts, who ultimately help 
to manage the kidnapping incident from beginning to end. 
This insight provides insurance companies with very good 
business overall, as around 75% of Fortune 500 companies 
are covered by a Kidnap & Ransom policy.
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“The best way to cope with crises
is to get ahead of them.”

Walt Whitman Rostow
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